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1 Introduction

This document describes the Best Practice for use of the server in ELVOX IP video door entry systems (EIPVDES- Elvox
IP Video Door Entry System).

1.1 Criteria

Use of the server is necessary when the system meets at least one of the following conditions:
¢ There are more than 200 EIPVDES devices connected to the system.
¢ There are more than 3 porter switchboards in the system.
* The video voicemail service must be able to save more than 10 messages.
* The number of users managed for access control functions is greater than 500.

1.2 Hardware requirements

The physical machine on which the server resides must meet the following criteria:
e Processor: Intel® Core i7 6700 (Quad Core @ 3.4GHz) or faster.
* RAM: 8 GB or more.
* Mass storage: 500 GB or more, RAID recommended.
* 1 x Gigabit Ethernet Network Adapter.

1.3 Server

The server is released in the form of a ISO 9660 bootable image file, and can be executed as a live CD in a virtual
machine that meets the following requirements:

* x86 64bit, 2 core processor or more.

e 2 GB RAM or more.

¢ Hardware Clock in UTC time, with timekeeping function.

* IDE controller with CD/DVD drive associated to the file containing the ISO image supplied.

* SATA controller with HD drive associated with an empty virtual disk with a capacity of 100 GB or more.

¢ Gigabit Ethernet Network Adapter configured in bridged mode to the physical network interface, to virtualize an
Intel® PRO/1000 MT Adapter.

In a virtualization system, the timekeeping function is the ability of the virtual hardware clock of the virtual machine
to keep the date/time of the hosted operating system, also when the virtual machine is restarted and if it is stopped.

The virtual disk is used by the server to store all the system configuration data, as well as the log files and any other
information that needs to be persistent.

For the virtualization environment, we recommend the use of VMware ESXi (described below). However, the image of
the EIPVDES server is potentially compatible with any virtualization infrastructure, provided that it complies with the
requirements specified previously.
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2 VMware ESXi

ESXi is a software product developed by VMware for the creation of virtualized systems in an enterprise environment.
As it is a type-1 hypervisor, it can be installed directly on the physical server, thereby allowing it to be partitioned into
multiple logical severs implemented by virtual machines. It therefore does not require the support of an operating system,
as it includes all the basic components of one. The bare-metal architecture provides better performance than other
virtualization solutions (Oracle VM VirtualBox, VMware Workstation) while using less resources.

ESXi is the main component of the VMware vSphere virtualization platform (previously known as VMware Infrastructure):
the complete solution includes additional tools and functions that can be particularly useful in an enterprise environment
(SAN/NAS support, High Availability, etc.).

ESXi can be used free of charge with the vSphere Hypervisor solution. For details and further information, refer to the
VMware documentation (www.wmware.com).
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21 Installation

First check that the hardware of the physical server on which you intend to install ESXi is compatible by referring to the
web page http://www.vmware.com/resources/compatibility/search.php.

Installation is very easy; simply follow the guided procedure. The only information you need to provide are the network
parameters that will be assigned to the physical server:

¢ |P address
¢ Subnet mask
* Pre-defined gateway
¢ Hostname
Once the installation is complete, the ESXi server can be managed via vSphere Host Client, a web-based interface that

allows virtual machines to be created and configured from a browser on any PC capable of connecting via HTTP to the
IP address assigned to the server.

Connect to the IP address and select Open the VMware Host Client.

VMware ESXi

Welcome

Getting Started For Administrators

If you need to access this host remotely, use the following program to

vSphere Remote Command Line
install vsphere Client software. After running the installer, start the v

client and log in to this host.

« Download vSphere Client for Windows
« Open the VMware Host Client

The Remote Command Line allows you to
use command line tools to manage
vSphere from  client machine. These tools
can be used in shell scripts to automate

day-to-day operations.

To streamline your IT operations with vSphere, use the following « Download the Virtual Appliance
program to install vCenter. vCenter will help you consolidate and « Download the Windows Installer (exe)
optimize workload distribution across ESX hosts, reduce new system . Download the Linux Installer (tar.oz)

deployment time from weeks to seconds, monitor your virtual
computing environment around the dlock, avoid service disruptions
due to planned hardware maintenance or unexpected failure,

centralize access control, and automate system administration tasks.

Web-Based Datastore Browser

Use your web browser to find and

download files (for example, virtual

machine and virtual disk files).

« Browse datastores in this host's
inventory

« Download VMware vCenter

1f you need more help, please refer to our documentation library:

For Developers
« vSphere Documentation

vSphere Web Services SDK
Learn about our latest SDKs, Toolkits, and
4PLs for managing VMware ESX, ESXi, and
VMware vCenter. Get sample code,
reference documentation, participate in
our Forum Discussions, and view our latest
Sessions and Webinars.
« Learn more about the Web Services SDK
« Browse objects managed by this host

User name.

vmware ESXi

Password

Alternatively, for versions of ESXi prior to 6.5, it is possible to use vSphere Client, a software application available
exclusively for Windows that can be downloaded directly from the server (Download vSphere Client for Windows).

@® 5
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2.2 Virtual machine

The EIPVDES server can be installed and activated using one of the previously mentioned ESXi client managers. This
procedure is described below relative to the vSphere Host Client, which can be accessed at:

https://<IP_address_of the_Server>/ui/#/login

The process is extremely simple and can be initiated from the wizard New Virtual Machine.

vmware ESXi root@172204090 ~ | Help - | (CYEEEIE
Iy Navigator 1 || B pwita
B Host
Timan (@ cetvCenterServer | 15 Create/RegistervM | [@g Shutdown [B5 Reboot | (¥ Refresh | &} Actions ;3““ BN
UsED: 52 W CAPAGITY: 12.0 Gz
Monitor 2 pipita
Version: 600 (Buikg 3620758) vEmoRY FreE: 12.20 68
{51 Virtual Machines [ 1] State Mormal (not connected to any vCenter Server) 7%
USED: 265 G5 CAPAGITY: 15.83 GB
i m Uptime: 6383 days
sTORAGE FREE: 02001 GE
€ Networking B %
USED: 300 G2 CAPACITY: 024 GB
A\ SSHIs enabled on this host. You should disable SSH unless itis necessary for administrative purposes. {0} Actions
~ Hardware ~ Configuration
Manufacturer LENOVO Image profile E5Xi-6.0.0-20160302001-standard (VMware, Inc.)
Model 10FCS1DD00 vSphere HA state Not configured
» @ cPU 4.CPUs xIntel(R) Core(TM) I7-6700 CPU @ » ubotion missing "en-
3.40GHz u Motion.notSAup|
Recent Tasks a
Task ~ | Taget ~ | Initator ~ Queved ~ Started ~ | Result ~ | Completed v v

2.21 Loading the ISO file

Before creating a virtual machine it is necessary to load the file containing the ISO image onto the ESXi server host, in
order to enable the EIPVDES server guest to access it.

0+ 1 v | ORI

3 pipita - Storage

- @ Host Datastores | Adapters  Devces
Manage o
Monitor 3 New datastore £ Registera VM |3 Datastore browse! A Retresh
B Viroont Mochines ] Name v DiveTipe ~ Capadly ~  Provsioned ~  Free ~ Type ~ | Thinprovisi.. v Access ~
~ @ EIPVDES Server B datastore1 Non-SSO 924GB 544GB 91856 GB VMFSS Supported Single 2

Manitor

More D 1iems

~ B catastore1
Montor

More storage.

€ Hetworking [ 2]

Select Storage and then Datastore browser. In the next screen, select Upload and select the file with the ISO image
that will be saved in the local Datastore.
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| * Up\oahgr/

#2 Create directory | ¥ Refresh

* sdd.sf -

2.2.2 Creation

In the main screen, select Create/Register VM. Now select Create a new virtual machine and proceed to the next step.

vmware ESXi”

17 Navigator. [ pipita
Manage (P GetvCenter Server | [T CreateRegistervi | | [y Shutdown (i Redoot | (¥ Retresh | {f Actions ] FREE 128Gz
Mondor pipita USED 77 M CAPACITY: 128 Ge
Version 0.0 (Buk 3620755) f— reee sazecs |
~ () vinuai Machines = S Haemal (net conaecied 1o any vCerier Server] b
uptime: 103 aaye s, 21708 CaPACITY. 1593 08
~ { EPVDES Server |
‘Monitor sromae FREE 918.52 0B [
More Vis.. wsEo s4e 08 CAPATITY: 524 68
~ B storage [ 1]
~ [ aatastoret - Hardware - Configuration
Monitor Manufacturer LENCVO Image profile £8X1-6.0.0-2016030200 -standard (Vitware, Inc.)
More storage... Wodsl 10FCS10D00 vSphere HA state hiot configured
Q tetworking | [mce 4 CPUS x Itel{R) Core(TM) i7-6700 CPU @ » dotion [missing
340GH: “en
transiation]
- emory 159368
* [gp Virtual fiash 0Bused, 08 capacity

~ System Information

#31 New virtual machine

" o crsionime
2 Select a name and guest 05

3 Select storage

4 Customize settings
5 Ready to complete

Select creation type

How would you like to create a Virtual Machine?

This option guides you through creating a new virtual
machine. You will be able to customize processors,
memory, network connections, and storage. You will need to
install a guest operating system after creation

rtual machine

Deploy a virtual machine from an OVF or QVA file

Register an existing virtual machine

2.23 Name and operating system

Enter the name to be assigned to the virtual machine (e.g. EIPVDES) and select the values indicated in the table for
the guest operating system.
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Parameter Description Value
Name Name of the virtual machine (not the hostname of the server EIPVDES (suggestion)
but just the name by which the machine is to be identified in
the web client).
Compatibility Compatibility information for ESXi servers. ESXi 6.0 virtual machine
Linux

Guest OS family Operating system of the virtual machine.
Version of the operating system of the virtual machine.

Other Linux (64-bit)

Guest OS version

5 New virtual machine - EIPVDES (ESXi 6.0 virtual machine)

¥ 1 Select creation type Select a name and guest OS
Specify a unique name and 0OS
3 Select storage
4 Customize settings
5 Ready to complete

Name
1

EIPVDES |

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system

installation
Compatibility ESXi 6.0 virtual machine -
Guest OS family Linux -

Guest OS version Other Linux (54-bit)

224 Storage
Select the datastore in which the physical space required for the virtual disk of the virtual machine is to be allocated

By default, the main datastore is used.

15 New virtual machine - EIPVDES (ESXi 6.0 virtual machine)

¥ 1 Select creation type Select storage

¥ 2 Selectaname and guest 0S Selectthe datastore in which o store the configuration and disk files.
o saecisormse
v 4 Customize settings
5 Ready to complete

The following datastores are accessible from the destination resource that you selected. Select the destination datastore for
the virtual machine configuration files and all of the virtual disks.
Free v Type ~  Thinpro... v | Access

v

v | Capacity v
924 GB 9229GB VMFS5 Supported Single

Name

datastore1
1items

225 Configuration
When creating a virtual machine, it is essential that the following parameters are configured correctly.
Associate the Hard Disk with the SATA Controller, suitably modifying the option Virtual Device Node.
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@sru disk 1 100 cB v

Maximum Size 9229 GB

Disk Provisioning @ Thin provisioned

Thick provisioned, lazily zeroed
@© Thick provisioned, eagerly zeroed

Shares Normal - -

Limit - IOPs Unlimitea i

Virtual Device Node I | sATA controlier 1 v 2 ATA(1:1) g
Disk Mode Dependent v
Remove the SCSI Controller 1.

> SCSI Controller 1 LSt Logic Parallel 5 E

Set the CD/DVD drive to Datastore ISO File mode and select the ISO file previously loaded in the datastore as the CD/
DVD Media.

% ¥ CD/DVD Drive 1 I Datastore ISO File x ;

Status Connect at power on
Q CD/DVD Media [ (aatastore1] srv_eipvdes_ro01.iso I Browse...

Device Mode

Passthrough CD-ROM v

Vil Devico Mo SATA controller 1 v || sATA(1:0) -

Finally set the following parameters with the appropriate values as indicated in the table.

Parameter Description Value

Number of CPUs | Number of CPUs allocated for the virtual machine. | 2 (minimum)

Memory Amount of RAM reserved for the virtual machine. | 2 GB (minimum)

Network Adapter | Type of card and network connection. E1000 (suggested): the options may vary
according to the hardware characteristics of
the machine used.

Hard Disk Amount of physical mass storage reserved for | 100 GB (minimum)
the virtual machine. The HD must be connected
to the SATA controller.

The virtual machine can now be created. Having completed this phase, press Power On to start it.

@® 9
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3 Testing the installation

31 Using vSphere Host Client

After starting the machine, wait about 40 seconds, then update the page by pressing Refresh. The result must be similar
to that shown in the image below.

M G Resat | Eotsemngs

27 Mz

E D

ss57MB

21668

In particular, in the section General Information, check the following parameters:

¢ Inthe field VMware Tools, if the EIPVDES server is running correctly, the message Installed and running will be
displayed.

* In the field Networking/IP addresses, if the Network Adapter and the network have been configured correctly,
then the IP address assigned to the interface will be shown (for example, an IPv4 link-local address).

* In the field Storage/Guest Disks, if HD has been correctly configured, 1 disk is shown, with the capacity and
available space as specified.
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3.2 Using Video Door IP Manager

Itis also possible to test that the EIPVDES server is running and operational using VDIPM (Video Door IP Manager), the
configuration and management software for ELVOX IP video door entry systems. Proceed as follows:

e Connect the PC on which VDIPM is installed on the same network (same broadcast dominion) to which the
EIPVDES server is connected.

e Start VDIPM.

* Create a new project using the default values proposed in the System Configuration (these parameters values
only serve for the purpose of testing whether the server is running).

* Access the next section and start a scan. There are three possible results, as described in the table and shown
in the following images.

Result Possible causes
Server detected The EIPVDES server has been installed correctly, is running and is operational.
Server not detected The cause may be one of the following: the server is not running; the network

card has not been configured correctly: the server and VPIPM do not belong
to the same network.

Server detected in error | The server is running but detects problems and therefore is not operational.
condition One possible cause is that the Hard Disk has been incorrectly configured or
not configured at all.

* Close the project and delete it.

The images below illustrate the three possible scan results.

X 3. Discovery My Project ELVEaX O

o o 1 0 0
Indoor deices Outdoor devices Server Video GW Riserless devices Other devices

g et o ook oot omed o meknas Glods  sweey Dok

1 - Server detected.

® 11
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X' 3. Discovery

0
Indoor devices

0
Indoor devices

12

0
Outdoor devices

Network  Licenses

0
Outdoor devices

Network  Licenses

My Project

Server

Switchboard  Ownership  Access Control

2 - Server not detected.

My Project

1
Server

| YT —

Switchboard  Ownership  Access C

0 0

Video GW Riserless devices Other devices

0 0

Video GW Riserless devices Other devices

PushButtons  Call Codes  Summary  Deploy Next

3 - Server detected in error condition.
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4 Updating the software of the EIPVDES server

Should it be necessary to update the software of the EIPVDES server, proceed as follows.

. Stop the virtual machine in the correct manner by pressing Shut down. In this way the EIPVDES server
performs all the necessary operations to shut down correctly, thereby avoiding the risk of the data on the
Hard Disk being corrupted. Do not just use the Power Off: command: this could result in data loss.

vmware' Esxi cgmznas - | v - | CED

= [ Host
Manage
Noritor

& Consie u Suspend G Restan | 7 Editsemings | @ Reliesh | 3 Adons

EIPVDES Server

Guest s O Liscx (64-08)

» (51 Virtual Machines Compatety ESXIE.0 and laber (VM version 11)
ViwareTess ves

cous z

uemery 268

& EIPVDES Server Host name ESRVO00C280T1204

+ ) prova_monkey
Wondor

. Replace the existing ISO image of the server with the new ISO image.

vmware' ESXi

@ ost Compatity E5X6.0 and ltes (VM version 11) ST
Vitware Tools Yes MEMoRY R
i s z 08
Monitor Memeey 268 STORAGE g
~ 31 Virtual Machines o]
@ prova_maonkey
o + General nformation + Hordware Configuration
» @ Hetworking Na netwarkintormation »@cry 2VCPUs
- ) EIPVDES Server
Monitor + 6 Viware Tools Installed but not runaing W Memary 268
More Vils... » B swrage 15k + B Hard disk 1 10068
| - 63 storage [ 1] [ Notes / Editnotes USB controller us8z2o
~ B datastoret » M Network adapter 1 VM Network (Connected)
] + [l vVideo carg M8
More siorage...
<3 B + %5 CODVD drive 1 150 [datastore1]test2 iso) 55 Select dist image
Networking
+ [ Oers Addiional Hardware

. Restart the virtual machine by pressing Power On.
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|The instructions manual can be downloaded from the website www.vimar.com |

WEEE - User information

The crossed bin symbol on the appliance or on its packaging indicates that the product at the end of its life must be

collected separately from other waste. The user must therefore hand the equipment at the end of its life cycle over to

the appropriate municipal centres for the differentiated collection of electrical and electronic waste. As an alternative
to independent management, you can deliver the equipment you want to dispose of to the dealer when purchasing a new ap-
pliance of an equivalent type. You can also deliver electronic products to be disposed of that are smaller than 25 cm for free,
with no obligation to purchase, to electronics retailers with a sales area of at least 400 m2. Proper sorted waste collection for
subsequent recycling, processing and environmentally conscious disposal of the old equipment helps to prevent any possible
negative impact on the environment and human health while promoting the practice of reusing and/or recycling materials
used in manufacture.
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